Data Processing Agreement

Last Updated: August 26, 2026

This Data Processing Agreement, including its Schedules, (the " DPA ") forms a part of the Terms of Service
or other electronic agreement between OpenRouter, Inc. (" OpenRouter ") and the individual or entity that
accepts or otherwise agrees to the Agreement (" Customer ") for access to or use of the Service (the "
Agreement ). All capitalized terms not defined in this DPA shall have the meanings set forth in the
Agreement.

Customer enters into this DPA on behalf of itself and, to the extent required under applicable Data Protection
Laws (defined below), in the name and on behalf of its Affiliates, if and to the extent OpenRouter processes
Personal Data (defined below) for which such Affiliates qualify as the Controller (defined below).

In the course of providing the Service to Customer pursuant to the Agreement, OpenRouter may Process
(defined below) Personal Data on behalf of Customer and the parties agree to comply with the following
provisions with respect to any Personal Data, each acting reasonably and in good faith.

1. Definitions

1.1 " Affiliate " means any entity that directly or indirectly controls, is controlled by, or is under common
control with, another entity.

1.2 " APl Payload " means the prompts, inputs, outputs, messages, files, attachments, embeddings, and
other content or data transmitted by Customer, its Authorized Users, or Customer's End Customers to or from
the Service through an API request, including model inputs and model outputs, but excluding account data,
billing records, authentication data, security logs, abuse monitoring metadata, and other operational records
that do not contain the content of the API request or response.

1.3 " Authorized Affiliate " means any of Customer's Affiliate(s) which (a) is subject to the Data Protection
Laws, and (b) is permitted to use the Service pursuant to the Agreement.

1.4 " CCPA" means the California Consumer Privacy Act, Cal. Civ. Code § 1798.100 *et seq.*, as amended
by the California Privacy Rights Act, and their implementing regulations.

1.5 " Controller " means the entity which determines the purposes and means of the Processing of Personal
Data.

1.6 " Data Protection Impact Assessment " or " DPIA " means an assessment of the impact of the
Processing operations on the protection of Personal Data, as described in the GDPR.

1.7 " Data Protection Laws " means all applicable laws and regulations of the European Union (the " EU "),
the European Economic Area and their member states (the " EEA "), Switzerland, the United Kingdom and
the United States applicable to the Processing of Personal Data under the Agreement, including the GDPR
and CCPA.

1.8 " Data Subject " means the identified or identifiable person to whom Personal Data relates.

1.9 " GDPR " means (a) the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (* EU GDPR
") and (b) the EU GDPR as it forms part of the law of England and Wales, Scotland and Northern Ireland by
virtue of section 3 of the European Union (Withdrawal) Act 2018 (the " UK GDPR ™).

1.10 " International Data Transfer " means any transfer of Personal Data from the EEA, Switzerland or the
United Kingdom to an international organization or to a country outside of the EEA, Switzerland and the
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United Kingdom.

1.11 " Personal Data " means any information relating to an identified or identifiable natural person where
such data is Customer Data.

1.12 " Processing " means any operation or set of operations which is performed upon Personal Data,
whether or not by automatic means, such as collection, recording, organization, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction.

1.13 " Processor " means the entity which Processes Personal Data on behalf of the Controller, including as
applicable any "service provider" as that term is defined by the CCPA.

1.14 " Public Authority " means a government agency or law enforcement authority, including judicial
authorities.

1.15 " Sensitive Data " means (a) social security number, tax file number, passport number, driver's license
number, or similar identifier (or any portion thereof); (b) credit or debit card number (other than the truncated
(last four digits) of a credit or debit card); (c) employment, financial, credit, genetic, biometric or health
information; (d) racial, ethnic, political or religious affiliation, trade union membership, information about
sexual life or sexual orientation, or criminal record; (e) account passwords; or (f) other information that falls
within the definition of "special categories of data," "sensitive data" or "nonpublic personal information” under
applicable Data Protection Laws or personal information as defined in applicable data breach notification
laws.

1.16 " Standard Contractual Clauses " means Standard Contractual Clauses for the transfer of Personal
Data to third countries pursuant to Regulation (EU) 2016/679 of the European Parliament and the Council
approved by EC Commission Implementing Decision of 4 June 2021, as currently set out at
http://data.europa.eu/eli/dec_impl/2021/914/0j.

1.17 " Subprocessor " means any Processor engaged by OpenRouter or an Affiliate of OpenRouter
engaged in the Processing of Personal Data.

1.18 " UK Addendum " means the International Data Transfer Addendum to the Standard Contractual
Clauses issued by the UK Information Commissioner's Office, in force as of 21 March 2022, available at
https://ico.org.uk/media2/migrated/4019539/international-data-transfer-addendum.pdf.

1.19 " Zero Data Retention " or " ZDR " means OpenRouter does not persistently store APl Payloads after
completion of the applicable API request and response, except for transient processing in memory, short-lived
buffering or caching strictly necessary to transmit, secure, or complete the request, and records required by
law.

2. Processing of Personal Data

2.1 Roles of the Parties. The parties acknowledge and agree that with regard to the Processing of Personal
Data, Customer is the Controller, and OpenRouter is the Processor.

2.2 Customer's Processing of Personal Data. Customer shall use the Service to Process Personal Data in
accordance with the applicable requirements of Data Protection Laws. For the avoidance of doubt,
Customer's instructions for the Processing of Personal Data shall comply with Data Protection Laws.
Customer shall have sole responsibility for the accuracy, quality, and legality of Personal Data and the means
by which Customer acquired Personal Data. Customer is responsible for reviewing the data handling terms
set forth in Al Model Terms and configuring Customer's account accordingly.

2.3 OpenRouter's Processing of Personal Data. OpenRouter shall treat Personal Data as Confidential
Information and shall Process Personal Data on behalf of and only in accordance with Customer's
documented instructions for the following purposes: (i) Processing in accordance with the Agreement and
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applicable Order Form(s); (ii) Processing initiated by Authorized Users in their use of the Service; and (iii)
Processing to comply with other documented reasonable instructions provided by Customer (e.g., via email)
where such instructions are consistent with the terms of the Agreement.

2.4 Zero Data Retention.

(a) Except where required by law or as necessary to address malicious use of the Service, and only if
Customer has not opted into prompt and/or chat logging, OpenRouter will delete Inputs and Outputs promptly
following generation of the relevant Output. OpenRouter may apply automated risk classification to Inputs
and Outputs prior to deletion solely to detect violations of this Agreement; such classification does not result
in retention of API payload content beyond the deletion timeline.

(b) When ZDR-only routing is enabled by Customer, OpenRouter will not route Customer API requests to Al
Model Providers that are not designated as ZDR-eligible in OpenRouter's provider registry. Inclusion on such
list reflects the Al Model Provider's published or represented policy of "no retention and no training" on
zero-data-retention API payloads; it does not constitute OpenRouter's guarantee of Al Model Provider
compliance.

2.5 Details of the Processing. The subject-matter of Processing of Personal Data by OpenRouter is the
performance of the Service pursuant to the Agreement. The duration of the Processing, the nature and
purpose of the Processing, the types of Personal Data and categories of Data Subjects Processed under this
DPA are further specified in Schedule 1 (Details of Processing) to this DPA.

2.6 No Processing of Sensitive Data. Notwithstanding the foregoing, the parties acknowledge and agree
that OpenRouter will not be required to process any Sensitive Data on behalf of Customer unless explicitly
stated in the Agreement, this DPA, or mutually agreed amendment, in which case the Customer will identify
the categories and types of Sensitive Data which will be the subject of the processing in the Agreement, this
DPA, or mutually agreed amendment. Unless the parties agree that OpenRouter will process Sensitive Data
on behalf of Customer as described herein, Customer will restrict OpenRouter's access to any Sensitive Data
under its possession or control.

3. Rights of Data Subjects

OpenRouter shall, to the extent legally permitted, promptly notify Customer of any complaint, dispute or
request it has received from a Data Subject such as a Data Subject's right of access, right to rectification,
restriction of Processing, erasure ("right to be forgotten™), data portability, objection to the Processing, or its
right not to be subject to an automated individual decision making, each such request being a " Data Subject
Request ". OpenRouter shall not respond to a Data Subject Request itself, except that Customer authorizes
OpenRouter to redirect the Data Subject Request as necessary to allow Customer to respond directly. Taking
into account the nature of the Processing, OpenRouter shall assist Customer by appropriate technical and
organizational measures, insofar as this is possible, for the fulfiiment of Customer's obligation to respond to a
Data Subject Request under Data Protection Laws. In addition, to the extent Customer, in its use of the
Service, does not have the ability to address a Data Subject Request, OpenRouter shall upon Customer's
request provide commercially reasonable efforts to assist Customer in responding to such Data Subject
Request, to the extent OpenRouter is legally permitted to do so and the response to such Data Subject
Request is required under Data Protection Laws. Tothe extent legally permitted, Customer shall be
responsible for any costs arising from OpenRouter's provision of such assistance.

4. OpenRouter Personnel

4.1 Confidentiality. OpenRouter shall ensure that its personnel engaged in the Processing of Personal Data
are informed of the confidential nature of the Personal Data, have received appropriate training on their
responsibilities and are bound by written confidentiality obligations. OpenRouter shall ensure that such
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confidentiality obligations survive the termination of the personnel engagement.

4.2 Reliability. OpenRouter shall take commercially reasonable steps to ensure the reliability of any
OpenRouter personnel engaged in the Processing of Personal Data.

4.3 Limitation of Access. OpenRouter shall ensure that OpenRouter's access to Personal Data is limited to
those personnel performing the Service in accordance with the Agreement.

5. Subprocessors

5.1 Appointment of Subprocessors. Customer acknowledges and agrees that (a) OpenRouter's Affiliates
may be retained as Subprocessors; and (b) OpenRouter and OpenRouter's Affiliates respectively may
engage third-party Subprocessors in connection with the provision of the Service. Prior to providing any
access to Personal Data, OpenRouter or a OpenRouter Affiliate has entered into a written agreement with
each Subprocessor containing, in substance, data protection obligations no less protective than those in the
Agreement with respect to the protection of Personal Data to the extent applicable to the nature of the
Service provided by such Subprocessor.

5.2 List of Current Authorized Subprocessors and Notification of New Subprocessors. The current list
of authorized Subprocessors that may be engaged in Processing Personal Data, including a description of
their authorized processing activities and countries of location, is listed in Schedule 3 (Current List of
Authorized Subprocessors). Customer hereby consents to these Subprocessors, their locations and
processing activities as it pertains to their Personal Data. Customer can send an email at
support@openrouter.ai to subscribe to notifications of new Subprocessors, and if Customer subscribes,
excluding processing by Al Model Providers, OpenRouter shall provide thirty (30) days notification of a new
Subprocessor(s) before authorizing any new Subprocessor(s) to Process Personal Data in connection with
the provision of the applicable Service. Customer may configure in Customer's account settings to exclude
Processing by certain Al Model Providers.

5.3 Objection Right for New Subprocessors. Customer may object to OpenRouter's use of a new
Subprocessor by notifying OpenRouter promptly in writing within thirty (30) days of receipt of OpenRouter's
notice in accordance with the mechanism set out in section 5(b). If Customer objects to a new Subprocessor
as permitted in the preceding sentence, OpenRouter will use reasonable efforts to make available to
Customer a change in the Service or recommend a commercially reasonable change to Customer's
configuration or use of the Service to avoid Processing of Personal Data by the objected-to new
Subprocessor without unreasonably burdening Customer. If OpenRouter is unable to make available such
change within a reasonable period of time, which shall not exceed sixty (60) days, Customer may terminate
the applicable Order Form(s) with respect only to the aspects of the Service which cannot be provided by
OpenRouter without the use of the objected-to new Subprocessor by providing written notice to OpenRouter.
OpenRouter will refund Customer any prepaid fees covering the remainder of the term of such Order Form(s)
following the effective date of termination with respect to such terminated Service, without imposing a penalty
for such termination on Customer.

5.4 Liability. OpenRouter shall be liable for the acts and omissions of its Subprocessors to the same extent
OpenRouter would be liable if performing the services of each Subprocessor directly under the terms of this
DPA, unless otherwise set forth in the Agreement.

6. Audit

Upon reasonable request and at Customer's sole expense, OpenRouter will make available to Customer all
information necessary to demonstrate compliance with the obligations of this DPA and allow for and
contribute to audits, including inspections, as mandated by a Public Authority or reasonably requested, no
more than once a year by Customer and performed by an independent auditor as agreed upon by Customer
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and OpenRouter. The foregoing shall only extend to those documents and facilities relevant and material to
the Processing of Personal Data, and shall be conducted during normal business hours and in a manner that
causes minimal disruption. OpenRouter will inform Customer if OpenRouter believes that Customer's
instruction under this Section infringes Data Protection Laws. OpenRouter may suspend the audit or
inspection, or withhold requested information until OpenRouter has modified or confirmed the lawfulness of
the instructions in writing.

7. Data Security and Incident Notification

Takinginto account the state of the art, the costs of implementation and the nature, scope, context and
purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of
natural persons, OpenRouter will implement appropriate technical and organizational measures to ensure a
level of security appropriate to the risk, including the measures listed in Schedule 2. In addition, OpenRouter
maintains security incident management policies and procedures and shall notify Customer without undue
delay, and in any case, within seventy-two (72) hours after becoming aware of the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to Personal Data transmitted, stored or
otherwise Processed by OpenRouter or its Subprocessors (a " Customer Data Incident "). OpenRouter shall
make reasonable efforts to identify the cause of such Customer Data Incident and take such steps as
OpenRouter deems necessary and reasonable to remediate the cause of such a Customer Data Incident to
the extent the remediation is within OpenRouter's reasonable control. The obligations herein shall not apply
to incidents that are caused by Customer or Authorized Users.

8. Government Access Requests

In its role as a Processor, OpenRouter shall maintain appropriate measures to protect Personal Data in
accordance with the requirements of Data Protection Laws, including by implementing appropriate technical
and organizational safeguards to protect Personal Data against any interference that goes beyond what is
necessary to safeguard national security, defense and public security. If OpenRouter receives a legally
binding request to access Personal Data from a Public Authority, OpenRouter shall, unless otherwise legally
prohibited, promptly notify Customer including a summary of the nature of the request. To the extent
OpenRouter is prohibited by law from providing such notification, OpenRouter shall use commercially
reasonable efforts to obtain a waiver of the prohibition to enable OpenRouter to communicate as much
information as possible, as soon as possible. Further, OpenRouter shall challenge the request if, after careful
assessment, it concludes that there are reasonable grounds to consider that the request is unlawful.
Notwithstanding the above, (a) Customer acknowledges that such challenge may not always be reasonable
or possible in light of the nature, scope, context and purposes of the intended government authority access,
and (b) this DPA shall not require OpenRouter to pursue action or inaction that could result in civil or criminal
penalty for OpenRouter such as contempt of court. In the event OpenRouter does not or cannot challenge the
request, OpenRouter shall notify Customer, as soon as possible, following the access by the government
authority, and provide Customer with relevant details of the same, unless and to the extent legally prohibited
to do so.

9. Return and Deletion of Customer Data

OpenRouter shall return or delete Personal Data in accordance with the procedures and timeframes specified
in the Agreement. Until Personal Data is deleted or returned, OpenRouter shall continue to comply with this
DPAand its Schedules. For the avoidance of doubt, OpenRouter's Zero Data Retention commitment applies
immediately upon completion of each API request and response, subject only to the narrow exceptions set
forth in the definition of "Zero Data Retention."
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10. Data Protection Impact Assessment

If Customer is required under Data Protection Laws to conduct a Data Protection Impact Assessment,
OpenRouter will, upon written request, use commercially reasonable efforts to assist, to the extent Customer
does not otherwise have access to the relevant information, including reasonable assistance with any
cooperation or prior consultation with supervisory authorities.

11. Authorized Affiliates

11.1 Contractual Relationship. The parties acknowledge and agree that, when this DPAbecomes effective,
the Customer enters into the DPA on behalf of itself and, as applicable, in the name and on behalf of its
Authorized Affiliates, in which case each Authorized Affiliate agrees to be bound by the Customer's
obligations under this DPA, if and to the extent that Customer Processes Personal Data on the behalf of such
Authorized Affiliates, thus qualifying them as the " Controller ."

11.2 Communication. The Customer that is the contracting party to the Agreement shall remain responsible
for coordinating all communication with OpenRouter under this DPA and be entitled to make and receive any
communication in relation to this DPA on behalf of its Authorized Affiliates.

11.3 Rights of Authorized Affiliates. Where Customer enters into this DPA on behalf of an Authorized
Affiliate, such Authorized Affiliate shall, to the extent required under applicable Data Protection Laws, be
entitled to exercise the rights and seek remedies under this DPA, subject to the following:

(a) Except where applicable Data Protection Laws require the Authorized Affiliate to exercise a right or seek
any remedy under this DPA against OpenRouter directly by itself, the parties agree that (x) solely the
Customer that is the contracting party to the Agreement shall exercise any such right or seek any such
remedy on behalf of the Authorized Affiliate, and (y) the Customer that is the contracting party to the
Agreement shall exercise any such rights under this DPA, not separately for each Authorized Affiliate
individually, but in a combined manner for itself and all of its Authorized Affiliates together.

(b) The parties agree that the Customer that is the contracting party to the Agreement shall, when carrying
out an on-site audit of the procedures relevant to the protection of Personal Data, take all reasonable
measures to limit any impact on OpenRouter and its Subprocessors by combining, to the extent reasonably
possible, several audit requests carried out on behalf of itself and all of its Authorized Affiliates in one single
audit.

12. Limitation of Liability

Each party's and all of its Affiliates' liability, taken together in the aggregate, arising out of or related to this
DPA, whether in contract, tort or under any other theory of liability, is subject to the 'Limitation of Liability'
section of the Agreement, and any reference in such section to the liability of a party means the aggregate
liability of that party and all of its Affiliates under the Agreement.

13. International Data Transfers

13.1 Authorization. Customer hereby authorizes OpenRouter to carry out International Data Transferswith
respect to Personal Data in accordance with Data Protection Laws.

13.2 EEA Transfers. Tothe extent required under Data Protection Laws for the International Data Transfer of
Personal Data originating in the EEA from Customer to OpenRouter, upon this DPAbecoming effective,
Customer and OpenRouter hereby enter into Module 2 (Controller to Processor) of the Standard Contractual
Clauses, which are hereby incorporated by reference and completed as follows: the "data exporter" is
Customer; the "data importer" is OpenRouter; Clause 9(a) option 2 is implemented and the time period
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therein is specified as thirty 30 days; the optional redress clause in Clause 11(a) is struck; Clause 17 option 1
is implemented and the governing law is the law of Ireland; the court in Clause 18(b) are the Courts of Dublin,
Ireland; Annex 1 and 2 of the Standard Contractual Clauses are Schedule 1 and Schedule 2 to this DPA
respectively. Tothe extent that there is any conflict between the terms of this DPA, the Agreement, and the
terms of the Standard Contractual Clauses, the terms of the following documents will prevail (in order of
precedence): (i) the Standard Contractual Clauses; (ii) this DPA;and (iii) the Agreement.

13.3 United Kingdom Transfers. The UK Addendum will be applicable to any International Data Transfers
originating in the United Kingdom and is completed as follows: for the purpose of table 1 of part 1, the
exporter is Customer and the importer is OpenRouter and the table is deemed to be completed with the
information set out in Schedule 1. For the purpose of table 2 of part 1, the "Approved EU SCCs" which the UK
Addendum is appended to are the Standard Contractual Clauses incorporated into this DPA and completed
as set out in the foregoing paragraph. For the purpose of table 3 of part 1, the information requested in Annex
1 and 2 of the Standard Contractual Clauses is provided in Schedule 1 and Schedule 2 to this DPA
respectively and the list of Subprocessors is attached as Schedule 3. For the purpose of table 4 of part 1, the
importer may end the UK Addendum as set out in section 19 of the UK Addendum.

13.4 Switzerland Transfers. If there is an International Data Transfer subject to Data Protection Laws of
Switzerland, then the Standard Contractual Clauses will apply to such International Data Transfer with the
following modifications: the competent supervisory authority in Annex I.C under Clause 13 will be the Federal
Data Protection and Information Commissioner; references to a "Member State" and "EU Member State" will
not be read to prevent Data Subjects in Switzerland from the possibility of suing for their rights in their place
of habitual residence (Switzerland); and references to "GDPR" in the Standard Contractual Clauses will be
understood as references to Data Protection Laws of Switzerland.

13.5 Change in Data Protection Laws. If OpenRouter's compliance with Data Protection Laws applicable to
International Data Transfersis affected by circumstances outside of OpenRouter's control, including
circumstances affecting the validity of an applicable legal instrument, OpenRouter and Customer will work
together in good faith to reasonably resolve such non-compliance.

14. Miscellaneous

OpenRouter may update this DPA from time to time. An updated DPA will apply to a Customer that first
accepts the Agreement on or after the date the updated DPA s posted. For an existing Customer,
OpenRouter will provide at least thirty (30) days' advance notice of any material update by email to the
address associated with Customer's account, through a notice in the Service, or both. An update required by
Data Protection Laws may take effect on the shorter period specified in the notice. Customer's continued use
of the Service after the effective date of an updated DPA constitutes Customer's acceptance of the updated
DPA. If Customer does not agree to a material update, Customer must stop using the Service and may
terminate the affected Service before the update takes effect. OpenRouter may require Customer's
affirmative acceptance of any update that materially reduces Customer's rights or materially increases
Customer's obligations under this DPA. Updates will apply prospectively and will not affect rights or
obligations arising before their effective date. OpenRouter may make non-material updates effective upon
posting, including updates that correct errors, reflect changes to names or administrative information, or
improve OpenRouter's commitments, provided that such updates do not materially reduce OpenRouter's data
protection or security obligations. OpenRouter will not modify the Standard Contractual Clauses or the UK
Addendum except as permitted by their terms or applicable Data Protection Laws. Nothing in this paragraph
limits Customer's notice and objection rights under the SUBPROCESSORS section. OpenRouter will identify
the effective date of each version of this DPA and maintain prior versions or otherwise make them available
upon request. If any provision of this DPAis found by any court or administrative body of competent
jurisdiction to be invalid or unenforceable, then the invalidity or unenforceability of such provision does not
affect any other provision of this DPA and all provisions not affected by such invalidity or unenforceability will
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remain in full force and effect.

This DPA becomes effective when Customer accepts or otherwise agrees to the Agreement that incorporates

this DPA.

Schedule 1: Details of Processing

A. List of Parties

Name of Data Importer:
Address:

Contact person's name, position,
and contact details:

Activities relevant to the data
transferred under these Clauses:

Effective date:

Role (controller/processor):

Name of Data Exporter:
Address:

Contact person's name, position,
and contact details:

Activities relevant to the data
transferred under these Clauses:

Effective date:

Role (controller/processor):

OpenRouter, Inc.
169 Madison Ave #2404, New York NY 10016

Shashank Goyal
Lead Engineer
Shashank.goyal@openrouter.ai

See Schedule 1(B) below and the Agreement.

This Schedule 1 is incorporated into the DPA and becomes effective when the
DPA becomes effective for OpenRouter.

Processor

The party identified as the "Customer" in the Agreement.
Reference is made to the Agreement.

Reference is made to the Agreement.
See Schedule 1(B) below and the Agreement.
This Schedule 1 is incorporated into the DPA and becomes effective when the

DPA becomes effective for Customer.

Controller

B. Description of Processing / Transfer

Categories of Data Subjects
whose Personal Data is
transferred

Categories of Personal Data
transferred

Sensitive data transferred (if
applicable) and applied
restrictions or safeguards

Frequency of Transfer

OpenRouter, Inc. — Data Processing Agreement

Customer's employees and contractors who are Authorized Users, Customer's
End Customers, and other third-parties as determined by Customer.

Name, contact information, online identifiers (including without limitation, IP
address and timestamps, API keys), account/user IDs, any information
provided by Authorized Users in unstructured data (including in Inputs), and
other information necessary to provide the Service under the Agreement.

No processing of Sensitive Data or any special categories is intended; if and to
the extent that processing of the foregoing are necessary under the
Agreement, then the parties will update this Schedule 1 by amendment.
Customer is solely responsible for determining and notifying OpenRouter of
such processing and additional restrictions and/or security measures (if any)
that are needed to be applied to the Sensitive Data transferred by Customer.

Continuous for the duration of the Agreement.
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Nature and purpose(s) of the data OpenRouter will process Personal Data as necessary to provide the Service

transfer and Processing under the Agreement.

Retention period (or, if not Personal Data will be retained for as long as necessary taking into account the
possible to determine, the criteria  purpose of the Processing, and in compliance with applicable laws, including
used to determine the period) laws on the statute of limitations and Data Protection Laws.

For transfers to (sub-) OpenRouter will restrict the onward Subprocessor's access to Personal Data
processors, also specify subject only to what is strictly necessary to provide the Service, and OpenRouter will
matter, nature, and duration of prohibit the Subprocessor from Processing the Personal Data for any other
the processing purpose.

Identify the competent Where the EU GDPR applies, the competent supervisory authority shall be
supervisory authority/ies in designated in accordance with Clause 13 of the EU SCCs. Where the UK
accordance with Clause 13 GDPR applies, the UK Information Commissioner's Office.

Schedule 2: OpenRouter Security Practices

Information Security Team

An internal OpenRouter group is responsible for enforcing the information and operational security policies,
including those in this Schedule. This group currently consists of the CTO, Head of Security, engineers and
other security personnel. The team may be contacted at security@openrouter.ai.

Security Controls

OpenRouter will implement and maintain appropriate technical and organizational measures designed to
protect Customer Data against accidental or unlawful destruction, loss, alteration, and unauthorized
disclosure of or access to Customer Data processed or transmitted through the Service. Security controls
include the following:

¢ SOC 2 Type ll control framework.

e TLS 1.2+ encryption in transit; AES-256 at rest.

« Google Cloud Platform hosting in US regions; data at rest is region-restricted.
¢ Cloudflare WAF, rate-limiting and DDoS mitigation.

¢ Role-based access; MFA,; least privilege.

¢ Centralized logging via Datadog; immutable audit logs.

¢ Quarterly vulnerability scans; annual external penetration test.

¢ Incident response plan in place; breach notifications <72 h.

« Business continuity with replicated backups; tested restores.

¢ Annual security and privacy training; pre-employment background checks.

Incident Management

OpenRouter will maintain incident management policies and procedures designed to promptly investigate,
identify, and remediate unauthorized disclosure of Customer Data. In the event of any confirmed or
reasonably suspected unauthorized disclosure of Customer Data resulting from a breach of OpenRouter's
security obligations, OpenRouter will promptly notify Customer. Upon request from a Customer, OpenRouter
will communicate the status and post-mortem details of such an incident.
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Data Deletion

Customer may request deletion of Customer Data at any time by emailing support@openrouter.ai.
OpenRouter deletes Customer Data from the datastores and backups within 30 business days of request and
supplies notification of completion via email.

Personnel Practices

All employees with access to technical resources are required to complete security training. When an
employee's work relationship with OpenRouter is ending or ends, OpenRouter's operations team revokes
access to any proprietary technical systems.

Schedule 3: Current List of Authorized Sub-processors

Authorized Sub-processors are provided here (https://trust.openrouter.ai/).

Exhibit A: EU-Only Processing Addendum

This Exhibit A (the " EU-Only Processing Addendum ") applies only where Customer has elected EU-only
Processing of API Payloads through the EU API, as indicated in the applicable Order Form or other written
agreement between the parties incorporating the DPA. If Customer has not made such an election, this
Exhibit A does not apply and the DPA (including Schedule 2) governs the Processing of Customer's API
Payloads without modification. For the avoidance of doubt, this EU-only restriction applies solely to API
Payloads; it does not restrict the location of account data, billing records, authentication data, security logs,
abuse monitoring metadata, or other operational records excluded from that definition, which OpenRouter
may continue to process and store outside the European Union or EEA in accordance with the Agreement
and OpenRouter's standard security documentation. Capitalized terms used but not defined in this Exhibit A
have the meanings given to them in the DPA.

1. Additional Definitions. For purposes of this Exhibit A, the following definitions supplement Section 1
(Definitions) of the DPA:

a. " EU API " means the OpenRouter API endpoint, routing configuration, product setting, or other service
configuration designated by OpenRouter for EU-only Processing of API Payloads.

b. " EU Model Provider " means an Al Model Provider used by OpenRouter to process API Payloads
submitted through the EU API, where such provider processes the API Payloads solely within the European
Union or EEA.

2. EU API Processing Commitments. When Customer submits API Payloads through the EU API,
OpenRouter shall: (i) process those API Payloads only in the European Union or EEA and will not
intentionally transfer or permit access to those API Payloads from outside the European Union or EEA,
except to the extent required by applicable law or Customer's written instructions; (ii) not use APl Payloads
submitted through the EU API to train, fine-tune, improve, or develop models or services except as expressly
instructed by Customer in writing; and (iii) route API Payloads submitted through the EU APl only to EU
Model Providers.

3. Amendment to International Data Transfers. Section 13(a) (Authorization) of the DPAis amended by
adding the following sentence at the end thereof: "Notwithstanding the foregoing or any contrary provision of
the DPA, OpenRouter shall not conduct an International Data Transfer of API Payloads submitted through the
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EU API except to the extent required by applicable law or expressly instructed by Customer in writing."

4. Amendment to Schedule 2 (OpenRouter Security Practices). The Security Controls item in Schedule 2
addressing Google Cloud Platform hosting is replaced in its entirety with the following: "Google Cloud
Platform hosting: API Payloads submitted through the EU API are processed and stored exclusively in
EU/EEA-region infrastructure; other Service processing may use the regions described in the Agreement or
OpenRouter's security documentation. Data at rest is region-restricted."

5. Precedence. In the event of any conflict between this Exhibit A and the body of the DPA, this Exhibit A
shall control solely with respect to API Payloads submitted through the EU API.
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